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▪ “Psychological Operations (Psyops) การสงคราม
จิตวิทยา (Psychological warfare) - Psy Ops and Cyber 
Warfare ปฏิบัติการจิตวิทยาท่ีอยู่ในพ้ืนท่ีไซเบอร์”



Sun Tzu 

" Hence to fight and conquer 
in all your battles 

is not supreme excellence; 
supreme excellence consists in 

breaking the enemy's resistance 
without fighting. ” 

http://classics.mit.edu/Tzu/artwar.html



The Difference Between Traditional & Cyber War 

Attribute Traditional War Cyber War
Protagonists Nations Non-state Actors, Groups, Individuals
Declared Yes No
Geographic Boundaries Yes No

Effects
Body Count, Property Damage, 
Land Occupied

Measureable or may be "flu" like

Personnel Military Forces
Varies from self-trained to state 
sponsored

Equipment Weapons
Internet Connection, COTS Hardware & 
COTS or easily obtained Software

Targets Chiefly Military Government & Private Sector



Cyberwar Skills are "Hard Skills" 

⦁ Malware management and 
development

⦁ Network architecture
⦁ Configuration Expertise
⦁ Vulnerability Assessment
⦁ Information Assurance
⦁ More??



Cyber War Example: Stuxnet
How Stuxnet Worked 



The PSYOP Mission 

The mission of PSYOP is to influence the 
behavior of foreign target audiences (TAs) 
to support U.S. national objectives. 

PSYOP accomplish this by conveying 
selected information and/or advising on 
actions that influence the emotions, 
motives, objective reasoning, and 
ultimately the behavior of foreign 
audiences.

Source: FM 3-05.30 MCRP 3-40.6 Psychological Operations



PSYOP Skills are "Soft Skills"

⦁ Human Psychology
⦁ Sales & Marketing TTP
⦁ Media Fundamentals
⦁ Cultural & Linguistic Skills
⦁ More??



Operation Desert Storm PsyOps



Korean DMZ PsyOps



When are PsyOps Used?



PsyOps Techniques : Disinformation

Operation INFEKTION was a Soviet KGB disinformation 
campaign to influence opinion that the U.S. invented AIDS



PsyOps Techniques : Misinformation



PsyOps Techniques : Propaganda



PsyOps Techniques : Opposing Information



How to conduct PsyOps : Step 1 : Planning and the Intelligence 
Preparation of the Battlespace

The Study helps us to 
understand

- History of the 
country, region and 
people

- Natural Environment
- Culture
- Political System
- Economy
- Military
- Ideology
- Religion
- National Interests
- Ethnicity



How to conduct PsyOps : Step 2 : Determine PsyOps Objectives

- Is the PsyOps goal to reduce acts of violence against friendly forces
- To ease tensions between ethnic group?
- Influence the local population to vote in elections
- Influencing the enemy to surrender
- Mass Social Engineering



How to conduct PsyOps : Step 3 : Target Vulnerabilities

Maslow’s Hierarchy of 
Human Needs

- Critical Needs : Needed 
to satisfy life (food, air, 
water, shelter)

- Short-term Needs : 
Could lead to critical 
needs (money, medical)

- Long-term Needs : 
Including freedoms 
(self-expression and 
creativity)

Tips: Use more than one 
needs :)
Now, we know what are our 
target’s vulnerabilities



How to conduct PsyOps : Step 4 : Access your Target Audience



How to conduct PsyOps : Step 5: Determine the PsyOps Product

Visual PsyOps Products

- Posters
- Flyers
- Podcasts
- Leaflets
- Videos
- Social Media / 

Internet images
- Newspapers
- Magazines



What are Memes?



Memetic Warfare : an invisible greatest PsyOps Threat



Defending Against PsyOps : Most Important thing : Mass education

How Finland 
starts its fight 
against fake news 
in primary schools

How Finland starts its fight against fake news 
in primary schools | Finland | The Guardian

https://www.theguardian.com/world/2020/jan/28/fact-from-fiction-finlands-new-lessons-in-combating-fake-news
https://www.theguardian.com/world/2020/jan/28/fact-from-fiction-finlands-new-lessons-in-combating-fake-news


THANK YOU


